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2 About document

This document is a manual for installing APS 400 system step by step. It contains
procedures for setting up and running the basic system functions.

3 Hardware installation

When connecting the reader modules to the APS BUS it is necessary to maintain general
principles for RS 485 connection. When connecting network modules, where the HW
address is set by the jumpers’ configuration, set the HW address immediately (the HW
address jumpers description is provided in the individual device user’s guide).

Modules, where the HW address is set by jumpers’ configuration:

NREM 56, NWGD 46, NRRF 12, (NREM 54)

Modules, where the HW address is set by software:

NREM (NREC, NREP, NRED) 53, NREM 55, NREM 63, NDEM 31

4 System installation and setting

4.1 System controller jumpers setting

The system controller MCA 168 contains an array of 10 switches, which is set to following
positions by default (recommendation - use defaults):

1—-OFF;2-0N; 3-0FF;4—-0OFF; 5—-0N; 6 —ON; 7—-0N; 8 -ON; 9 - OFF; 10 - OFF

The individual jumpers’ meaning is provided in the MCA 168 data sheet, whih is available
at the installation CD or at http://www.techfass.cz.

4.2 HW a SW requirements for the server computer

As for the HW requirements approach, any new computer will suit the requirements, when
using an older one, it is appropriate to keep these minimal parameters:

X OS MS Windows XP — 1GB RAM
X OS MS Windows Vista — 2 GB RAM

The recommended OS is MS Windows XP or newer. If you intend to use a serial port
microreader and your computer does not feature a native COM port, be sure your OS

supports appropriate USB > COM converter drivers first (especially MS Windows 64bit OS
editions).

4.3 List of used ports

Following values are default when standard setting of particular software components is
applied. Values can be changed during the installation or configuration of individual
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services, but we strongly recommend keeping default values. Pay attention to the firewall
setting, ports are not opened by default.

For communication among the SQL server and its clients: 1434/UDP and 1433/TCP.
For communication with nServer.NET software: 10700/TCP.

For communication with a GNOME 485 converter: 10001/TCP.

For communication with a microreader server: 10777/TCP.

X X X X

4.4 Setting up TCP/IP converter at the system controller

Connect your computer to the system controller with a network cable. By default the
converter IP address is 192.168.1.254. Set up an IP address from the same subnet at
your network interface (e.g. 192.168.1.100). Connect to the converter via telnet terminal at
port 9999 (in the command line enter the command “telnet 192.168.1.254 9999”). In the
menu select 0 Server and enter the required IP address. By selecting 9 Save and exit the
converter is restarted and the newly set parameters take effect.

If you cannot access the converter at the default IP address, use following procedure —
enter following command in the command line (in Windows Vista it is necessary to run the
command line as Administrator).

x  “Arp —d*

x  “Arp —s IP_ADDRESS MAC_ADDRESS* (for an example of the command syntax
enter “Arp -?”), where IP_ADDRESS is an unoccupied IP address from your subnet
range, the MAC_ADDRESS is the MAC address printed at the converter)

x  telnet IP_ADRESA 1“ - telnet announces an error after a while

X .Lelnet IP_ADRESA 9999* — and you can continue with the procedure described
above

4.5 Installation of support SW (SQL server 2005 Express)

It is necessary to install MS SQL Server Express at the server computer. For the
installation it is necessary to have MS .NET Framework 2.0 and Windows Installer 3.1
installed first.

The programs are available at the installation CD in the Support folder, or it can be
downloaded from the Microsoft web pages.

The MS SQL Server 2005 Express program can be installed from the CD by running the
setup.exe file — in this case you only need to fill in a strong password for the “sa” account
and choose the instance name (unnamed instance is supposed in following parts).

If the setup.exe file is unavailable, run the installation with the msi file (Microsoft Installer).
During the installation it is necessary to uncheck the box Hide advanced configuration
options at the page with the registration information. Then set:

X Choose Default instance at the Instance Name page

X Check the SQL Browser service checkbox at the Service Account choice page

X Choose Mixed mode and enter the strong password for the sa account at the
Authentication Mode page

Leave all other parameters at their default setting.
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After the installation is finished (installation with msi file only), it is necessary to enable the
TCP/IP protocol using in the server properties. It is performed by selecting Start >
Programs > Microsoft SQL Server 2005 > Configuration Tools > Protocols for
MSSQLSERVER > and set the TCP/IP protocol to enabled.

After the setting restart the SQL server service by selecting SQL Server 2005 Services >
SQL Server (MSSQLSERVER) > Restart from the context menu.

The SQL server installation is finished now.

4.6 APS 400 nAdministrator —program installation and DB creation

Install the APS 400 nAdministrator program from the installation CD or download it from
the web pages http://www.techfass.cz. After the installation run the program, select your
preferred language and create the database with following procedure:

Fill in “(local)” in the Available servers field at the SQL Server tab.
Select the Create Database tab.

Click the Create button, the database will be created

After the database is created, you can close the program

X X X X

4.7 APS 400 nServer.NET - installation and configuration

The APS 400 nServer.NET program can be installed from the installation CD or it can be
downloaded from the web pages http://www.techfass.cz. After the installation run the
program, select the Configuration tab and choose the System Database element. Fill in
“(local)” as the ServerName property value. Verify the parameters are correct by running
the server with the green arrow in the upper left part of the program. If no red row appears
at the Messages tab after the program is run, the configuration is set correctly to this
point, otherwise check the ServerName property and verify you have not missed some of
the previous steps. You can stop the communication by the Stop button and continue with
the configuration then.

Select the Configuration tab again. Select the root element of the tree (APS 400
nServer.NET) and choose New TCP/IP Communication Line from the context menu. Fill in
the IP Address value you assigned to the TCP/IP converter of the system controller earlier
(you can verify the address is available by running the “ping IP_ADDRESS” command
from the command line). Choose the Network Line element and select Bind APS 400
Controller from the context menu. Fill in the HW address of the system controller, which is
set by the first 4 switches configuration at the system controller. The default value, which
is also used in this guide, is 2. After entering the value, start the communication again and
verify that no error messages (red rows) appear. Let the server run in the background.

4.8 APS 400 Config — installation, connection

The APS 400 Config program can be installed from the installation CD or it can be
downloaded from the web pages http://www.techfass.cz. After the installation run the
program and select Properties option. If all previous steps were done in accordance with
this guide, you do not need to change anything, in other case pay attention to the HW
address parameter at the Application tab and the TCP/IP (IP address) parameter at the
Connection page (in case the computer running the APS 400 nServer.NET application is
not the same as the computer running APS 400 Config).
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Press the Connect button — the program connects to the APS 400 nServer.NET
application (this information can be read at the Messages tab in the program). After
connecting open a context menu from the upper left part of the program and choose the
Read modules from system option. If the MCA 168 system controller was read from the
system (it appeared in the Hardware tree area), everything from the computer to the
system controller is connected and set correctly.

4.9 APS 400 Config — setting up HW components

For a better idea of the HW address occupation and the system modules communication,
select Tools > Network Status. The HW address space is displayed (64 addresses) and its
occupation status is indicated. Modules communicating correctly are displayed in green,
modules communicating incorrectly (or not at all) are displayed in red (happens in case
there is no module with the address at the bus or there are multiple modules occupying
the same address), free addresses are displayed in grey.

The next step is assigning the HW addresses to the modules, where it is set by software
(see the beginning of this guide). The first necessary step is learning an ID of a card,
which will be used for HW address setting.

If a microreader is at disposal, install and run the IDMicroServer application, which is
available at the installation CD or at www.techfass.cz. After running the program select
appropriate microreader type, used port and start the application. Present a card to the
reader and get its ID from the Read Cards list at the Application tab.

There is an another option of how to get the card ID — if there is a correctly communicating
module at the bus (displayed in green in the network status), it is possible to learn the
card ID by opening Tools > Donwload events archive. Then present a card to the
appropriate module, the ID is displayed in the opened events archive then.

If there is no module at the line communicating properly, disconnect all but one modules
from the communication line. After restarting the system controller (Tools > Master module
status > Restart) and selecting Read modules from the system, a single correctly
communicating module will appear (assuming the bus is connected correctly), and you
can read the card ID from the events archive (see previous paragraph).

As soon as you know the card ID, select Settings > Tools and environment. Fill in the ID of
the card in the Card for the HW address setting filed at the Tools tab. Confirm by pressing
OK and select Tools > Set reader HW address.

Select one of the unoccupied addresses (grey modules in the Network status), enable or
disable the offline function (checkbox) and press the Start button. The reader modules will
start flashing red and green indicating they are awaiting reading the card selected for HW
address setting. The first reader module, to which you present the card, gets the HW
address being set. This procedure has to be repeated for every single connected reader
module, where the HW address is set with software, until every reader has its own HW
address and there is no HW address conflict at the line.

The offline function provides the door opening function (if the door lock is standardly
connected to Relay1), if there is a malfunction in the communication between the system
controller and connected network modules. If the function is undesirable, uncheck the
relevant checkbox while setting up the reader modules’ HW addresses or set appropriate
jumper at the module (see the data sheet of relevant module).
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Before advancing to further configuration verify the network status (Tools > Network
status). If everything seems to be OK, continue.

4.10 Program performed by the system controller

The program, which is performed by the system controller, is controlled by events, which
occur in the system. The most often used function of the system is a simple door opening.
A command for ensuring this function is adduced below, examples of other typical
commands can be found in the APS 400 Config user’s guide or at www.techfass.cz.

Standard function — door control:

For standard command assumes the reader module is connected standardly, that is relay
output 1 connected to the door lock, the door being released on the relay being “on” and
the input 1 used for the door contact (input 1 = on when door closed (GND signal)), or
unused.

In the Hardware tree of connected devices select a reader module and choose Standard
function from the context menu. Fill in module’s description for events archive purposes
(e.g. “Computer lab door”) and select the Module type (Door). By pressing the OK button,
an automatic script is inserted in the program, which ensures desired function:

(YHQW 5HDGHU 9DOLG
'RRU
(YHQW(QG

This command means: if there is a valid card read at the reader Reader1, the Door()
function is preformed. The function ensures releasing the door lock, beeping while the
door lock is released and after a timeout expires locking the door again.

For ensuring more advanced functions of the system, read the APS 400 Config user’s
guide or visit www.techfass.cz.

4.11  Saving configuration and uploading the script

For uploading the program to the system controller it is necessary to save it first. After the
program is saved, try compiling the program by pressing the Compile button. If the
program syntax is correct, you can upload the script in the controller by pressing the
Upload script button. After the script is uploaded, the controller starts to perform new
program immediately. Save and keep the program files for further use, the program
cannot be downloaded from the controller retrospectively.

4.12 APS 400 nServer.NET as a network service

If case the system is permanently connected to a computer, it is appropriate to install the
communication server as a network service (it is run automatically after the computer
restart independent of a user login). In the APS 400 nServer.NET program check the
system is set correctly first (Message tab and error messages). Select the Service tab
then. Select a SQL server service dependency (MSSQLSERVER) if you run the
communication server at the same computer as the one running the SQL server,
otherwise cancel the dependency. Run the installation by pressing the Install button then
(in Windows Vista it is necessary to run the program as Administrator). The program is
installed as a network service then, after the application is stopped (Stop Server button at
the upper bar) you can start the service by pressing the Start button at the Service tab.
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The service is set to run after the computer is started. If the service is running, you can
close the APS 400 nServer.NET application.

4.13 APS 400 nAdministrator — basic settings

Run the APS 400 nAdministrator program and log in the program with default username
“‘Administrator” and password “admin”. Choose Configuration > System. At the first tab
enter the IP address of the computer running the communication server (APS 400
nServer.NET) in case it is another computer; otherwise leave the value 127.0.0.1 intact.
Fill in the IP Port of the Server (10777 by default).

Select the System modules tab and open a context menu in the left part of a dialog.
Choose APS 400 > Load configuration file. Select the file saved by the program APS 400
Config earlier. A reader modules structure defined in APS 400 Config is inserted in the
database. After that you can change the description of reader modules in order to make
the system well-arranged.

4.14 Login accounts of the program

After the first run of the program APS 400 nAdministrator you can find the login account
Administrator in the root folder of the folder tree of the program. If you want to create
another login account, create a new Personal card (from the context menu in the right part
of the program). Fill in the user's surname and select the Login and Authorization tab. Set
the authorization for the new account here (the Administrator authorization contains all
possible rights, for more restricted access select individual rights), enter the Login of the
account and set the Password. Uncheck the Block option and the account will be available
for logging in the program.

The accounts can be also deleted (by deleting a Personal card) and blocked (the Block
option at the Login and Authorization tab in the Personal card editing dialog), but be
advised not to delete all accounts with the administration privilege!

4.15 Access rights

The access rights groups can be set by opening the dialog with Configuration > Access
rights. At the first tab select your application, in the right part a list of reader modules
(sorted by their HW addresses) and defined access rights for individual access right
groups will be displayed. For creating a new group, press the New button. Set the access
rights for desired reader modules then (in the context menu you need to select Display
access rights editor option, the access rights can be also set by pressing “a” and “n” keys
(meaning always granted / never granted)).

For an access according to a time zone, define the zone at the Time Zone tab first. If you
intend to use a special time for holidays, define them at the Holidays tab. After this
procedure you can select the time plan at the first tab — this will define the access right for
the selected group at the selected reader module.

After setting up all groups and their access rights press the OK button.

4.16  Microreader and its setting

The ID Microserver program can be installed from the installation CD or it can be
downloaded from the web pages http://www.techfass.cz. After the installation run the
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application and select your microreader type at the Configuration tab. When the
configuration setting is done, start the server with the green start button. Verify the
program functionality by presenting a card at the microreader; you should be able to see
the card ID in the Read Cards list at the Application tab.

If a microreader is connected to a PC permanently, you can set the program to run as a
windows network service. The installation can be done at the Service tab. Select the
service name (we recommend to keep default value) and press the Install Service button.
After the service is installed, you can run it by pressing the Start service button. The
service is installed to run on every computer start.

Run the APS 400 nAdministrator program now, connect to the database (the default
username is “Administrator’ and the default password is “admin”). In the program select
Configuration > Environment and check the Use local reader checkbox at the General tab.
Set the IP address of the computer running the ID Microserver (in case the ID
Mocroserver is running on the same computer, leave the initial address 127.0.0.1) and set
the IP port set in the ID Microserver application (default value is 10777).

After saving the settings verify functionality of the microreader by selecting Configuration >
Access cards > New and read a card at the microreader — if the ID of a card appeared in
relevant field, all configuration is correct.

If the microreader does not work correctly, verify the setting of all parameters said in this
chapter, or verify the used port is not blocked by a system firewall or used by another
application.

4.17 Inserting cards in the system

Inserting cards in the database can be managed either by reading cards at a microreader,
or by reading cards at any other reader module in the system. Run the APS 400
nAdministrator and log in (default values: login name: “Administrator”; password: “admin”).

In the first case select Configuration > Access cards > New and read a card at a
microreader. Fill in the card’s description and save the card by pressing the OK button.

In the second case read cards at any of the reader modules of the system and open the
events archive by selecting Archive button at the upper toolbar in the main program
window. If the cards have already some identification number printed on them, read them
at the reader starting with the highest identification number — such procedure leads to a
simple inserting of cards with their description in the database matching their printed
description. In the opened events archive select events containing the cards you wish to
enter in the system. Open a context menu and choose the command Insert cards into
database.

Fill in a description of the card with the lowest printed identification number (the last
inserted card) in the format “Card XXX”, where XXX is the printed identification number.
The cards will be inserted in the database in the order they were read at the reader
module and also numbered correctly (suggesting the number row of the cards’ printed
identification number is increasing by 1).

4.18 Creating personal cards of the users, setting up access rights

After all access cards are read and inserted in the database, you can create relevant
personal cards en masse by selecting all access cards in the dialog Configuration >
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Access cards and selecting the command Create personal cards from the context menu.
The personal cards will be created to the root element of the organizational structure
(create the organizational structure at will; it has no connection with the access rights
themselves). The users’ surname is set according to the description of the cards
belonging to them. The surname can be edited later in the user’s properties.

The next step is assigning the users in the access groups. It is done at the Access Groups
tab while editing the user’'s personal list. Select required access group and press the
Assign button. The user will be assigned in the selected group; every user can have only
one group per system assigned. After that you can copy and paste the user groups
assignment en masse — select a source user, select Copy Group Settings in the context
menu, then select destination users and select Insert Group Settings in the context menu.

By these steps assign the access rights groups to all required users.

4.19 Transferring data in the system
In the APS 400 nAdministrator program press the Data Upload button. The process end is
announced with a record written in the events archive. It is necessary to run the data

upload process on every change of the access rights in the program to take effect (until
then the system uses the last configuration uploaded).

4.20 Verifying the system functionality

Verify that all settings are correct. The installation is finished.

5 Links

Detailed information can be found at the installation CD in the Documentation folder, or at
www.techfass.cz.
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